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Abstract - We extend the State-Based Anomaly 
Detection approach by introducing precise and 
imprecise anomaly detectors using the Bayesian and 
credal combination operators, where evidences over time 
are combined into a joint evidence. We use imprecision 
in order to represent the sensitivity of the classification 
regarding an object being normal or anomalous. We 
evaluate the detectors on a real-world maritime dataset 
containing recorded AIS data and show that the 
anomaly detectors outperform previously proposed 
detectors based on Gaussian mixture models and kernel 
density estimators. We also show that our introduced 
anomaly detectors perform slightly better than the State-
Based Anomaly Detection approach with a sliding 
window. 
 
Keywords: Anomaly detection, maritime surveillance, 
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1 Introduction 
Maritime Domain Awareness (MDA) is important for all 
maritime authorities and involve comprehension of all 
maritime activities and their possible impact on security, 
safety, environment and economy [1]. The objective is to 
anticipate threats such as terrorists, piracy and organized 
crime. According to the Department of Homeland 
Security [1], technological support for collecting, fusing 
and analyzing data is needed to identify trends and find 
anomalies. Anomaly detection is one of many enabling 
technologies for MDA. The goal of anomaly detection is 
to find “objects that are different from most other objects” 
[2]. The anomaly detection method shall “discover the 
real anomalies and avoid falsely labeling normal objects 
as anomalous” [2]. In essence, a well performing anomaly 
detection method should have a high detection rate 
without too many false alarms. Portnoy et al. [3] made the 
following definition in the domain of network intrusion 
detection: 
 
“Anomaly detection approaches build models of normal 
data and then attempts to detect deviations from the 
normal model in observed data.” (p.2) 
 

Based on this definition one way of detecting anomalies is 
to use normal data to build a model that describes what is 
considered to be normal. This model can then be used to 
classify new data as normal or anomalous. Applied to 
maritime surveillance we want to capture normal 
behaviors of vessels in the normal model. The State-Based 
Anomaly Detection (SBAD) approach tries to solve this 
problem. There are however some aspects of the anomaly 
detection problem that needs further work. If the anomaly 
classification of an object is based on just one observation, 
we risk a significant amount of false alarms. To minimize 
the false alarms we could base the object classification on 
multiple observations over time. The problem however, is 
how one should perform such classification. In this paper 
we propose an extension of the original SBAD approach 
using the Bayesian and credal combination operators (cf 
[4; 5; 6]) to cope with this problem. 
 
The paper is organized as follows; in Section 2 we present 
the SBAD approach and the Bayesian and credal 
combination operators. In Section 3 we introduce the 
precise and imprecise anomaly detectors which are based 
on the combination operators described in Section 2. In 
Section 4 we perform two experiments, the first one 
measure the detection delay and the second the precision 
and recall. We compare the result of our introduced 
detections with previous detectors. We conclude with a 
brief summary and conclusions. 

2 Background 
We describe the State-Based Anomaly Detection (SBAD) 
approach and how evidences can be combined into a joint 
evidence by using the Bayesian and credal combination 
operators. 

2.1 State-Based Anomaly Detection 
The SBAD approach [7; 8; 9; 10; 11] is based on a 
discrete state representation for both contextual and 
kinematic information. The representation is built upon a 
number of atomic states represented by discrete random 
variables ଵܻ, … , ௡ܻ all of which have a state space Ω௒. Let 
ݕ .be any state in the state space Ω௒, i.e ݕ א Ω௒. Each 

௜ܻ , ݅ א ሼ1, … , ݊ሽ, represents a discretised feature from the 
kinematic or contextual information. As an example, ௜ܻ 



can denote the course of the object of interest, where the 
state space is Ω௒ ؜  ሼ݄݊ݐݎ݋, ,݄ݐݑ݋ݏ ,ݐݏܽ݁  ሽ. The stateݐݏ݁ݓ
space Ω௒೔ for each ௜ܻ is set by a domain expert based on 
what can be expected in the dataset from the given 
domain. This way expert knowledge can be included into 
the representation. The discrete state spaces allow for a 
higher level representation of continuous features. Atomic 
states ௜ܻ, ݅ א ሼ1, . . . , ݊ሽ can be combined into a composite 
state ঀ ؜ ଵܻ ൈ … ൈ ௡ܻ that captures the dependencies 
between atomic states. For example, stating that a vessel 
travel north is not very informative if we do not include 
the position. Stating that a vessel travel north on a certain 
position can be much more informative. 

By utilizing a training dataset, consisting of a number of 
tracks where each track is a sequence of composite states 
,ঙଵۃ … , ঙ௧ۄ א Ωঀభൈ…ൈঀ౪, we can build normal models that 
capture different aspects of the domain of interest. In 
order to capture the normality with respect to composite 
states, we can build a normal model by utilizing the 
relative frequency of the composite state occurrences in 
the training dataset, i.e.:  

ை௖௖ሺঙሻ݌ ؜
݊ሺঙሻ

∑ ݊ሺঙሻঙאΩঀ

                                  ሺ1ሻ 

where ঙ א Ωঀ and ݊ሺঙሻ denotes the number of 
observations of ঙ. Another aspect that can be interesting 
to capture by a normal model is transitions between 
composite states ۃঙ୧, ঙ୨ۄ א  Ωঀൈঀ:  
 

,ঙ୧ۃ௥൫்݌ ঙ୨ۄ൯ ؜
݊൫ۃঙ୧, ঙ୨ۄ൯

∑ ݊൫ۃঙ୧, ঙ୨ۄ൯ۃঙ౟,ঙౠאۄ Ωঀൈঀ

       ሺ2ሻ 

 
where ݊൫ۃঙ୧, ঙ୨ۄ൯ denotes the number of transitions  
,ঙ୧ۃ ঙ୨ۄ over all tracks and where ݅ and ݆ denote two 
consecutive time steps from the same track. 

We have previously used the above models as a basis for 
constructing binary anomaly detectors which classify each 
observation as anomalous or normal [8]. In order to detect 
anomalies that develops over time and decrease the risk of 
false alarms, we utilized a sliding window with a pre-
determined size (݊௪௦) when classifying a track, i.e., a 
specific number of consecutive observations are 
considered. The number of anomalous classifications from 
each detector, within the sliding window, is fused by using 
a weighted sum. To classify a track as anomalous, the 
weighted sum must reach a specific user specified 
threshold ( ௔ܶ௟ሻ. See [8] for more information about the 
SBAD approach with a sliding window. 

The SBAD approach has previously been used for 
detecting behavioral anomalies in video surveillance data 
[8; 10; 11]. The method has also been used for detecting 
anomalies in maritime vessel behavior and for 

transportation security based on airborne radar 
information [7] and GPS information [9] respectively. 

2.2 Bayesian Combination Operator 
Assume that we are interested in a random variable ܺ, 
with a corresponding state space Ω௑, and where 
observations ݕଵ and ݕଶ, are considered to be evidence for 
ܺ. In Bayesian theory [12], such evidences are represented 
by likelihood functions  ݌ሺݕଵ|ܺሻ and ݌ሺݕଶ|ܺሻ. By 
assuming the observations ݕଵ and ݕଶ are conditionally 
independent given ܺ, we can construct a joint evidence 
,ଵݕሺ݌  :ଶ|ܺሻ byݕ
 

,ଵݕሺ݌ ଶ|ܺሻݕ ൌ  ଶ|ܺሻ                  ሺ3ሻݕሺ݌ଵ|ܺሻݕሺ݌

 
One problem with Equation (3) is that the joint evidence 
monotonically decreases with the number of 
combinations. Thus, when implementing such 
combination operator, one will eventually obtain 
erroneous results due to the limited precision of the 
double representation. For this reason it is convenient to 
formulate Equation (3) in an alternative way where one 
has normalized the likelihood functions and result of the 
combination. The Bayesian combination operator can 
now be defined as (cf [4; 5; 6]):  
 
Definition 1: The Bayesian combination operator 
Φࣜሺ̂݌ሺݕଵ|ܺሻ,  ̂݌ሺݕଶ|ܺሻሻ is defined as: 
 

Φࣜ൫̂݌ሺݕଵ|ܺሻ, ଶ|ܺሻ൯ݕሺ̂݌ ؜
ଶ|ܺሻݕሺ̂݌ଵ|ܺሻݕሺ̂݌

∑ ఆ೉אሻ௫ݔ|ଶݕሺ̂݌ሻݔ|ଵݕሺ̂݌

    ሺ4ሻ 

 
where ̂݌ሺݕ௜|ܺሻ, ݅ א ሼ1,2ሽ, are conditionally independent 
normalized likelihood functions. The operator is 
undefined when ∑ ఆ೉אሻ௫ݔ|ଶݕሺ̂݌ሻݔ|ଵݕሺ̂݌ ൌ 0. 

2.3 Credal Combination Operator  
One criticism of the Φࣜ operator is that it is necessary to 
specify the involved evidences, i.e., the likelihood 
functions, in a precise way. Such assumption is not 
always realistic, in particular for problems where only 
scarce information about the state of interest exists. For 
such type of problems it has been proposed [13] that one 
should utilize imprecision in probabilities as a way of 
model lack of information. Imprecision in probabilities 
induces a so called credal set [14; 15], i.e., a closed 
convex set of probability functions. In fact, if we allow 
imprecision in belief and evidences, i.e., we represent 
belief by a credal set and evidence by a closed convex set 
of likelihood functions, we have what is referred to as 
credal set theory (cf, [6; 15; 16] ). The straightforward 
generalization of Φࣜ operator would then be to allow 
imprecision in the evidences. Let ෠࣪ ሺݕ|ܺሻ denote a closed 
convex set of normalized likelihood functions, i.e., a 
credal set. We first need to define our notion of 



conditional independence for credal sets, denoted by 
strong independence [17]: 
 
Definition 2: Two convex sets of normalized likelihood 
functions are strongly conditionally independent iff all 
,ଵݕሺ̂݌ ଶ|ܺሻݕ א  ࣟሺ ෠࣪ሺݕଵ,  ଶ|ܺሻሻ  can be expressed asݕ
,ଵݕሺ̂݌ ଶ|ܺሻݕ  ൌ ௜|ܺሻݕሺ̂݌ ଶ|ܺሻ whereݕሺ̂݌ଵ|ܺሻݕሺ̂݌ א
෠࣪ሺݕ௜|ܺሻ,݅ א ሼ1,2ሽ,  ሺ·ሻ denotes the set ofࣟ ݁ݎ݄݁ݓ ݀݊ܽ
extreme points. 
 
The imprecise correspondence to the Φࣜ operator, 
namely, the credal combination operator1 [4; 5; 6] can 
now be defined as: 
 
Definition 3: The credal combination operator  
Φࣝሺ ෠࣪ሺݕଵ|ܺሻ, ෠࣪ ሺݕଶ|ܺሻሻ is defined as: 
 

Φࣝ ቀ ෠࣪ሺݕଵ|ܺሻ, ෠࣪ ሺݕଶ|ܺሻቁ ؜
ࣝ࣢൫൛Φࣜ൫̂݌ሺݕଵ|ܺሻ, :ଶ|ܺሻ൯ݕሺ̂݌ ଵ|ܺሻݕሺ̂݌ א  ෠࣪ ሺݕଵ|ܺሻ,
ଶ|ܺሻݕሺ̂݌ א  ෠࣪ ሺݕଶ|ܺሻൟ൯ 

 
where ෠࣪ ሺݕ௜|ܺሻ, ݅ א ሼ1,2ሽ, are strongly conditional 
independent closed convex sets of normalized likelihood 
function, and where ࣝ࣢ሺ·ሻ is the convex hull operator. 
The operator is undefined iff there exists ෠࣪ ሺݕ௜|ܺሻ, 
݅ א ሼ1,2ሽ  such that ࣜߔ൫̂݌ሺݕଵ|ܺሻ,  .ଶ|ܺሻ൯ is undefinedݕሺ̂݌
 
We see that the Φࣝ operator is a straightforward 
generalization of the Φࣜ operator. In order to be able to 
perform computation with the Φࣝ operator, one uses 
operand credal sets that are polytopes, i.e., sets that has a 
finite number of extreme points. The reason for this is that 
one can then compute the operator by using the extreme 
points of the operands [4; 5; 6]. 

3 Precise and Imprecise Anomaly Detectors 
We elaborate on how the normal models from the SBAD 
approach (see Section 2.1) can be used in order to 
construct precise and imprecise anomaly detectors. 

3.1 Precise Anomaly Detectors 
Consider the case of where we receive a new observation 
ঙ from an object and that we want to construct a 
corresponding evidence regarding the object being 
anomalous or not. Let ݌ሺচሻ be any of ݌ை௖௖ሺঙሻ (see 
Equation 1) or ்݌௥ሺۃঙ୲, ঙ୲ାଵۄሻ (see Equation 2). 
Intuitively, the less probable with respect to the normal 
model ݌ሺচሻ it is to observe a specific চ, the stronger 
evidence for anomaly. Let us introduce a random variable 

                                                 
1 Arnborg introduced this operator as "the robust Bayesian 
combination operator", however, we deliberately avoid 
this terminology since "robust Bayesianism" refers to a 
sensitivity interpretation of the imprecision and we do not 
want to exclude other possible interpretations, e.g. [13]. 

ܺ for an object being anomalous or normal, i.e., we have a 
state space ΩX ൌ ሼܽ, ݊ሽ (anomaly or normal). Based on 
this line of reasoning, we can construct evidences  ̂݌ሺচ|ܺሻ 
in the following way:  
 

ሺচ|ܽሻ̂݌           

؜

ە
ۖ
۔

ۖ
0.5 ۓ ൅ 

ܶ െ ሺচሻ݌ 
ܶ ሺচሻ݌                         ,௔ݏ ൏ ܶ

0.5 െ 
ሺচሻ݌ െ  ܶ

൬max
চאΩচ

ሺচሻ൰݌ െ ܶ
ሺচሻ݌          ,௡ݏ ൒ ܶ

            ሺ6ሻ 

 
ሺচ|݊ሻ̂݌   ؜ 1 െ ̂݌ሺচ|ܽሻ 
 
where ݏ௔ and ݏ௡ are parameters that models the 
maximum possible strength that an evidence can 
constitute for anomaly respectively normality, and where 
ܶ is a threshold that constitutes the limit between 
normality and anomaly. The mapping in Equation (6) is 
seen in Figure 1. 

 
 
 
 
We see that when we have not made any observations at 
all in the normal model, we have the strongest possible 
evidence for anomaly and the other way around for 
normality. It can be somewhat counterintuitive to think of 
an observation ঙ as constituting evidence for normality. 
However, if one wants an object to be able to "recover" 
from an anomalous state, such modeling approach is 
necessary. Note that ݏ௡ ൌ 0 implies that there exists no 
evidence for normality. The threshold ܶ is a parameter 
that can be set with respect to the application at hand in 
order to adjust the sensitivity of the detector.  
 
Now, at each time step ݐ we obtain an observation ঙ௧, 
which we can use in Equation (6) for obtaining a 
corresponding evidence  ̂݌ሺচ௧|ܺሻ. In order to simplify 
notation, let us introduce: 

௧ሺܺሻ̂݌  ؜  ሺচ௧|ܺሻ                                ሺ7ሻ̂݌ 

 
We can now use the Φࣜ operator in order to combine all 
evidences that has been obtained regarding a specific 
object into a joint evidence ̂݌଴:௧ሺܺሻ, i.e.: 

଴:௧ሺܺሻ̂݌ ؜ Φࣜ ቀ… Φࣜ൫̂݌଴ሺܺሻ, ଵሺܺሻ൯̂݌ … ,  ௧ሺܺሻቁ    ሺ8ሻ̂݌

(5) 

max
চאΩԺ

 ሺচሻ݌

0.5 ൅ ௔ݏ 0.5 െ ݏ௡ 
ሺচ|ܽሻ̂݌

0.5

ሺচሻ݌
1ܶ

0

0

1

Figure 1: Mapping from pሺচሻ to pොሺচ|ܽሻ. 



where ̂݌଴ሺܺሻ denotes the prior evidence which is specified 
by the user. 

3.2 Anomaly Classification  
Let ̂݌ሺܺሻ and ̂݌଴:௧ሺܺሻ denote evidence respectively joint 
evidence for any of the anomaly detectors that we have 
introduced. The question then is when a certain object 
should be classified as an anomaly? In principle, such 
classification can be performed by introducing a threshold 
ܶᇱ א ሾ0,1ሿ and classify the object as anomalous when: 

଴:௧ሺܽሻ̂݌ ൒  ܶᇱ                                 ሺ9ሻ 

Such classification schema is not only dependent on the 
threshold  ܶᇱ but also on the maximum possible strengths 
 ௡. Consider for example an object that hasݏ ௔ andݏ
generated a large number of normal observations followed 
by only a few anomalous observations. In such case the 
joint evidence before taking the anomalous observations 
into account will constitute strong evidence for normality. 
Whether or not one classify the object as an anomaly in 
such situation depends on all parameters ݏ௔, ݏ௡ and ܶᇱ. 
For this reason, we propose that these parameters should 
be set jointly with respect to the application at hand by 
determining the number of extreme anomaly evidences, 
i.e.,   ̂݌ሺܽሻ ൌ 0.5 ൅  ௔, one require, starting from the priorݏ
evidence ̂݌଴ሺܽሻ, in order to classify the object as an 
anomaly. Furthermore, in order to guarantee a certain 
level of reactivity of the detector, it is necessary to limit 
the joint evidence ̂݌଴:௧ሺ݊ሻ for normality to a minimum that 
is equal to the prior evidence, i.e.: 

min
ۄচభ,…,চ೟ۃ

଴:௧ሺ݊ሻ̂݌ ൒  ଴ሺ݊ሻ                        ሺ10ሻ̂݌

for all tracks ۃচଵ, … , চ௧ۄ. Such limitation ensures a certain 
minimum degree of reactivity of the anomaly detectors.  

 
Figure 2: The figure depicts different choices of the 
parameter sୟ where ܶᇱ ൌ 0.9 (upper dahshed line). The x-
axis shows the number of combinations and the y-axis 
shows the strength of the joint evidence ̂݌଴:௧ሺܺሻ. The 
lower dashed line shows the prior evidence ̂݌଴ሺ݊ሻ. 

An example of the procedure is seen in Figure 2. From the 
figure, we see that if we want an object to be classified as 
an anomaly after eight extreme observations, we need to 
set sୟ ൎ 0.2. When ݏ௔ has been set by using our proposed 
method, one also need to consider the maximum strength 
of an evidence for normality, i.e., ݏ௡. The question that 
needs to be addressed when choosing such strength is to 
what extent one wants a normal observation to influence 
the joint evidence towards normality. This can be modeled 
by considering the ratio between strengths ݏ௔ and  ݏ௡. 

3.3 Imprecise Anomaly Detectors 
One problem with the anomaly detectors that we 
introduced in the previous section is that the threshold ܶ 
needs to be specified precisely. Such precise thresholds 
constitute a sharp border of what observations that 
constitute evidence for anomaly or not, and one may not 
be comfortable with such sharpness. Moreover, since 
evidences are combined over time, small variations in the 
thresholds can potentially have a significant impact on the 
joint evidence, which in the end can lead to different 
classifications of an object. For this reason, let us adopt an 
interval of thresholds instead, i.e., we allow for 
imprecision in the threshold. Let us denote the lower and 
upper bound in such interval for  ܶ and  ܶ. Consider 
Figure 1, which shows the mapping between an 
observation and the corresponding evidence. Now instead 
of using the single threshold T, let us use each threshold in 
the interval ൣܶ, ܶ൧ for obtaining evidences. From the 
figure, we see that ൣܶ, ܶ൧ yields a set of evidences that is 
closed and convex, i.e., a credal set ෠࣪ ሺܺሻ such that: 
 

෠࣪ ሺܺሻ ൌ ൛̂݌ሺܺሻ ܽ݊݋݅ݐܽݑݍܧ ݊݅ ݏ ሺ6ሻ ׷   ܶ א ൣܶ, ܶ൧ൟ    ሺ11ሻ 

 
Now by using the Φࣝ operator, we can obtain the joint 
credal evidence by: 
 

෠࣪଴:௧ሺܺሻ ؜ Φࣝ൫… Φࣝ൫ ෠࣪଴ሺܺሻ, ෠࣪ଵሺܺሻ൯ … , ෠࣪௧ሺܺሻ൯    ሺ12) 

 
Note that since the credal operands in Equation (12) are 
intervals (|ΩX| ൌ 2ሻ, i.e., there are only two extreme 
points, computation of the Φࣝ operator is easily 
performed.  
 
One problem that arises when using imprecise anomaly 
detectors is that it is not as clear how one should classify 
an object due to the fact that: 
 

෠࣪଴:௧ሺܽሻ ൏ ܶᇱ ൏ ෠࣪଴:௧ሺܽሻ,                               ሺ13ሻ 

where: 

෠࣪଴:௧ሺܽሻ ؜   min
௣ොబ:೟ሺ௑ሻא ෠࣪బ:೟ሺ௑ሻ

෠࣪଴:௧ሺܽሻ                            ሺ14ሻ 
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෠࣪଴:௧ሺܽሻ ؜   max
௣ොబ:೟ሺ௑ሻא ෠࣪బ:೟ሺ௑ሻ

෠࣪଴:௧ሺܽሻ                            ሺ15ሻ 

 
In this paper, we will use the centroid, i.e. the expected 
value with respect to a second order uniform distribution 
over ෠࣪଴:௧ሺܺሻ, in order to perform the classification with 
respect to  ܶᇱ. Such decision schema can often be found in 
the literature discussing decision making based on credal 
sets [15]. 

4 Empirical Evaluation 
To evaluate the performance and feasibility of the precise 
and imprecise anomaly detectors we design two 
experiments using real-world maritime AIS (Automatic 
Identification System) [18] data where deliberate 
anomalies are introduced.  

4.1 Datasets 
Laxhammar et al. [19] introduced a novel approach for 
comparing performance of anomaly detection methods, 
which we use in the first experiment. We use the same 
original dataset as in Laxhammar et al. [19] for all 
experiments. The dataset includes three weeks of AIS data 
recorded along the Swedish west coast. The dataset was 
preprocessed according to Section 3.3 in Laxhammar et al. 
[19] which resulted in a new dataset containing 2888 
tracks with a total of 216717 observations. The dataset 
was divided into one training set (2310 tracks) and one 
evaluation set (578 tracks). Each track contains a number 
of observations with attributes such as; timestamp, latitude 
position, longitude position, speed, and heading. To 
suppress some of the complexity in the original dataset the 
observations were sampled with a distance of 200m [19]. 
The tracks are discretised into composite states ঀ 
consisting of atomic states: position, velocity and heading. 
We discretise by using a positional grid with 45 by 45 
cells around the area of interest (each cell is 304 by 198 
meters), four velocity classes with limits 3, 15 and 25 
knots and eight equally large classes for the course. The 
parameters are set by a domain expert with respect to what 
can be expected in the domain. For more information 
regarding the discretization, see Brax et al. [7]. 

4.2 Experiment 1 - Detection Delay 
The aim of this experiment is to evaluate the reactivity of 
the anomaly detectors i.e. detection delay. The experiment 
is equivalent to the experiment performed by Laxhammar 
et al. [19] where the authors compare two anomaly 
detection methods based on Gaussian Mixture Model 
(GMM) and Kernel Density Estimator (KDE). Assume 
that we for each track introduce anomalous observations 
after a random time point ݐ to the end of the track, by 
using a random walk function. We use the same dataset 
and random walk function as Laxhammar at al [19]. Since 
each modified track produces a constant flow of anomaly 
observations from ݐ to the end, we can classify the vessel 
as anomalous from that point. The question now is, how 

long it will take for our set of anomaly detectors to 
classify the vessel as anomalous from the given time 
point? Clearly, the more reactive anomaly detectors we 
construct the shorter delay for detecting the anomaly. 
However, by constructing highly reactive detectors we 
also increase the likelihood of classifying a normal vessel 
as anomalous before the vessel has started producing 
anomalous observations, resulting in a false alarm. As 
mentioned before the reactiveness of our anomaly 
detectors can be modeled by the parameters sୟ, s୬ and ܶ. 
In the experiments conducted by Laxhammar et al. [19], 
the threshold values for the GMM and KDE methods were 
set such that 1% of the normal trajectory segments 
contained one or more anomalous observations prior to 
time point ݐ. This can also be interpreted as the 
classification of 1% of the evaluated tracks resulted in a 
false alarm, i.e. a normal tracks classified as anomalous. 
To be able to compare our proposed methods with the 
methods evaluated by Laxhammar et al. [19], we set the 
parameters sୟ, s୬ and ܶ using a linear search, to generate 
at most 1% false alarms. We also set the parameters (see 
Section 2.1) of the sliding window method to generate at 
most 1% false alarms. 

4.2.1 Results 
The parameters that performed best for each method are 
shown in Table 1.  

Table 1: Threshold settings for precise, imprecise and 
sliding window detectors. The parameter ݊௘௫௧ corresponds 
to the number of extreme observations required to reach 
the threshold ܶᇱ starting from the prior evidence ̂݌଴ሺܽሻ and 
݊௪௦ corresponds to the sliding windows size. The 
parameters for the sliding window method are described in 
Section 2.1. 

Detector ࢚࢞ࢋ࢔ T ࢖ෝ૙ሺࢇሻ 

Precise 3 min
ঙאΩঙ

 ሺঙሻ 0.01݌

Imprecise 3 [minঙאΩঙ ,ሺঙሻ݌
  minঙאΩঙ  [ሺঙሻ݌

0.01 

    
Detector ࢙࢝࢔ T ࢒ࢇࢀ 
Sliding 

Window 
5 min

ঙאΩঙ
 ሺঙሻ 3݌

 
Note that for this experiment we found that the optimal 
parameters were equal for the precise and imprecise 
detectors. The detection delay results for the methods 
using the parameters in Table 1 are shown in Table 2. 
 

Table 2: Results from detection delay experiment. The 
table shows the mean and median number of observations 
after the time point ݐ that the detectors need to classify the 
track as anomalous. For the mean values a 95% 
confidence interval is also presented. 



Detector Mean Median False 
alarms  

Sliding window 4.19 േ 0.05 3  0.94% 
Precise/Imprecise 3.60 േ 0.05 2 0.93% 

 
According to previous experiments [19], the GMM and 
KDE methods needed 17.72 and 17.43 observations 
respectively before classifying a track as anomalous. Both 
methods had a median of 12 observations. Our proposed 
precise and imprecise methods outperform the previous 
methods based on GMM and KDE and are slightly better 
than the sliding window method. A possible explanation 
of why the results of our proposed methods are better than 
the GMM and KDE is that our methods have the ability to 
capture the behavior over time, i.e. anomalies occurring in 
multiple time steps can be accumulated.  

4.3 Experiment 2 – Precision and Recall 
The aim of this experiment is to evaluate the precise and 
imprecise anomaly detectors ability to detect anomalies in 
the form of a sequence of anomalous observations. To 
evaluate the performance we employ two commonly used 
measures from data mining namely, precision and recall 
[2]. Assume that we know the true class of the tracks in 
the test dataset. We can then use such information in order 
to evaluate the performance of our detectors by using 
precision and recall:  

݊݋݅ݏ݅ܿ݁ݎܲ               ؜
݊௔

௧

݊௔
௧ ൅ ݊௔

௙                          ሺ16ሻ 

ܴ݈݈݁ܿܽ ؜
݊௔

௧

݊௔
௧ ൅ ݊௡

௙                           ሺ17ሻ 

where ݊௔
௧  denotes the number of tracks that has been 

correctly classified as anomalous, ݊௔
௙ denotes the number 

of tracks that has been misclassified as anomalous and ݊௡
௙ 

is the number of tracks that has been misclassified as 
normal. Note that an optimal detector has a precision and 
recall of one. 
 
The parameters for this experiment can be found in Table 
3. Due to the possibility of anomalies in the training data 
we want to be able to adjust the sensitivity of the detectors 
in such a way that anomalies in the test data can be 
detected. In essence, a normal model ݌ሺচሻ induces a 
partial ordering among the observations ঙ with respect to 
normality. Such ordering can be used to determine the 
sensitivity of the detectors by setting the threshold ܶ (see 
Equation (6)) to ݌ሺচሻ where চ belongs to a specific level 

௟ܶ௘௩ in the ordering. Consider the following case: 
 

ሼচଵ
଴, … , চ௠

଴ ሽ ط  ൛চଵ
ଵ, … , চ௠ᇲ

ଵ ൟ ط  ൛চଵ
ଶ, … , চ௠ᇲᇲ

ଶ ൟ . ط . .    ሺ18ሻ 

 
where: 
 

চ௜ ط  চ௝ ݂݂݅ ݌ሺচ௜ ሻ ൏  ൫চ௝൯                  (19)݌ 

 
If we set ௟ܶ௘௩ ൌ 2, resulting in ܶ ൌ  ሺচଶሻ, then݌
observations চ଴ and চଵ yields anomaly evidences (see the 
mapping in Figure 1). Let us define three sets of 
parameter settings, denoted by A, B, and C, where we vary 

௟ܶ௘௩ for the precise detector. For the imprecise detector, 
we perform a search around each value of ௟ܶ௘௩ by 
constructing the interval ሾ ௟ܶ௘௩ െ ,ߜ ௟ܶ௘௩ ൅  ሿ for a numberߜ
of values of ߜ given in Table 3. Note that each such 
interval corresponds to ൣܶ, ܶ൧ (see Section 3.3). 
We also vary ௟ܶ௘௩ for the sliding window detector. Let us 
assume that ten consecutive observations that we have not 
seen before is regarded to be an anomaly. Hence, we set 
the parameter ݊௘௫௧ ൌ 10 for both the precise and 
imprecise detectors. Similarly, for the sliding window 
detector we set the detection threshold ௔ܶ௟=10. The 
Window size parameter ݊௪௦ is set to 20. This is mainly 
due to the results from the first experiments where the 
optimal window size was approximately 2 כ ௔ܶ௟. The 
lower evidence bound, ̂݌଴ሺ݊ሻ is set to 0.01 for all 
methods. 

Table 3: Threshold settings for the Precise, Imprecise and 
Sliding Window detectors. 

Detector ࢚࢞ࢋ࢔ A B C ࢖ෝ૙ሺࢇሻ

Precise 10 ௟ܶ௘௩ 
ൌ 0 ௟ܶ௘௩ ൌ 5 ௟ܶ௘௩ ൌ 

10 0.01 

Imprecise 10 ߜ
ൌ 0 

ߜ  א
{1,…,5} 

ߜ  א
{1,...,5} 0.01 

    
Detector ࢙࢝࢔ A B C ࢒ࢇࢀ 
Sliding 

Window 20 ௟ܶ௘௩ 
ൌ 0 ௟ܶ௘௩ ൌ 5 ௟ܶ௘௩ ൌ 

10 10 

 
Now, in order to evaluate our choice of design of the 
detectors with respect to precision and recall, we need to 
construct a new test dataset where some tracks are 
anomalous. Since we have implicitly defined what we 
regard as an anomaly, i.e., ten consecutive observations 
not previously seen, let us introduce anomalies by 
skewing ten consecutive observations from some random 
start position. We perform the skewing of each point 
according to Figure 3. The maximum Δ is set to 500 m. 
Considering that the data is sampled every 200 m (see 
[19] for details), this will result in anomalies that are more 
subtle compared to the anomalies in the first experiment.  
 
We use the same training dataset as in the first experiment 
and sample the evaluation dataset to construct the test 
dataset. The test dataset has 164 tracks labeled normal and 
166 tracks labeled anomalous, i.e., tracks where we 
introduce anomalies as described above.  
 
 
 



 

 
 
 
 
 

4.3.1 Results 
The results are seen in Table 4. For the imprecise detector, 
the optimal intervals around ௟ܶ௘௩ for the parameter settings 
B and C were found to be ሾ1,9ሿ and ሾ5,15ሿ, respectively. 
We see that the precision of the imprecise detector is 
slightly better than the precise correspondence and that the 
performance with respect to recall is more or less the 
same. We also see that the sliding window method 
performs best with respect to precision (0.94). However, 
the recall for the corresponding setting A is low compared 
to setting B and C. In fact, parameter setting A is not a 
beneficial setting for any of the methods due to the low 
recall. We also see that as ௟ܶ௘௩ increase, i.e. ܶ increase in 
Equation (6), the recall increase due to the fact that we 
obtain more anomalous evidences.  

Table 4: The results from Experiment 2 for the different 
parameters settings A, B and C. 

Detector Precision Recall 

A B C A B C 
Precise 0.91  0.88 0.85 0.30  0.98 0.98 

Imprecise 0.91  0.92 0.88 0.30   0.97 0.98 
Sliding 

Window 
0.94  0.90 0.84 0.49  0.88 0.92 

 
Even though the results do not differ that much between 
the precise and imprecise detectors, there exist tracks 
where the classification is clearly sensitive to the choice 
of ܶ, resulting in a large intervals for the imprecise 
detector, see Figure 4. 
 

5 Summary and Conclusions 
We have extended the State-Based Anomaly Detection 
approach by introducing precise and imprecise anomaly 
detectors using the Bayesian and credal combination 
operators. We performed two experiments; the first one 
measured detection delay and the second one precision 
and recall. The results from the first experiment showed 
that our introduced detectors outperform previous 
detectors based on Gaussian mixture model and kernel 
density functions. Our proposed detectors performed 
slightly better than the sliding window detector. The 

results from the second experiment showed that the 
imprecise detector is slightly better than the precise and 
sliding window detector. The recall for all detectors was 
low without increasing the sensitivity using the threshold. 
This indicates a presence of anomalies in the training 
dataset. 
 
One benefit with utilizing the precise and imprecise 
anomaly detectors, instead of the sliding window detector, 
is that it can be more intuitive to set the reactivity of a 
detector by setting the number of extreme observations 
needed for raising an alarm compared to setting a window 
size and a detection threshold for a number of binary 
detectors.  

Figure 4: Example of the joint evidences ̂݌଴:௧ሺܽሻ (squares) 
and ෠࣪଴:௧ሺܽሻ for the precise and imprecise detectors based 
on ݌ை௖௖ሺঙሻ (see Equation 1). The centroid of ෠࣪଴:௧ሺܽሻ is 
also shown. The y-axis depicts the strength of the 
evidence and the x-axis show the time step ݐ. 
 
One potential advantage of utilizing the imprecise 
detector, instead of the precise, is that one can use 
imprecision as a way of conveying information about the 
reliability of an classification to a human operator. In 
essence, when an operator determines a set of thresholds, 
the operator also agrees on using a set of detectors for 
performing the classification. If all these detectors classify 
the object as an anomaly then the operator can rely on 
such results more than if there only is a subset of detectors 
that do so. One way this can be utilized is to give an early 
warning to the operator when the detector corresponding 
to the upper threshold reaches the classification threshold. 
The human operator can in such cases inspect the amount 
of imprecision in order to obtain information about the 
reliability.  
 
For future work we want to evaluate the proposed 
detectors on another dataset with more features and where 
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Figure 3: The point pଶ becomes skewed to a new point
pଶ

ᇱ ൌ t ঎ഥ where ঎ഥ ൌ ሺ঎ଵ ൅ ঎ଶሻ/2 and t ~ Unሺሾ-Δ, Δ])
(Unሺ·ሻ denotes the uniform distribution). 



the area of interest is more cluttered with objects (cf [8]). 
For such dataset, it can perhaps be more beneficial to 
utilize the imprecise detector, in particular when there is a 
human operator involved in the decision process. 
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